
Summary

Multi-Factor Authentication (MFA) is a security feature that 
adds an extra layer of protection to user accounts by 
requiring multiple forms of verification during login. This helps 
prevent unauthorised access, even if a password is 
compromised. 

This guide will walk you through the process of setting up 
MFA on your account.

Multi-Factor Authentication
User Guide



How it works

With MFA enabled, users will need to verify their identity using an 
additional authentication method, such as a one-time passcode (OTP) 
sent to their email address or an authenticator app. This will be required 
when:

• Logging in to the platform
• Changing password
• “Forgot your password?”

For Account Admins - Managing MFA for all users on an 
account
 
1. Log in to your Beonic account.
2. Navigate to the Multi-Factor Authentication settings under the 

Account Settings menu.
3. To enforce MFA for all users on your account, toggle on “Require all 

users to use Multi-Factor Authentication”.

4. Choose the preferred authentication method(s) for all users:
 

• Email-based OTP
• Authenticator app (e.g. Google Authenticator, Authy, Microsoft 

Authenticator, etc)

By default, both methods are enabled, meaning the users can choose to 
set up one or both methods. If you would like all users to use the same 
MFA method, simply toggle o� one of the available options. Please note 
that if MFA is required on the account, then at least one method must 
be enabled.

5.  To disable MFA for all users, simply toggle o� “Require all users to use  
multi-factor authentication”.

For Account Admins - Managing MFA for a single user

1. Log in to your Beonic account.
2. Navigate to the Users settings under the Accounts Settings menu.
3. Select the user that requires MFA management.
4. The enabled MFA method(s) for that user will be displayed on the 

bottom of the page under Multi-Factor Authentication. To disable a 
method, toggle it o� and click Submit.

5. Follow the on-screen instructions to complete the process. You will be 
required to provide your password (and OTP if MFA is enabled).

For Users - Logging in for the first time after MFA enforcement 
on account

1. Enter your username and password as usual on the log in screen.
2. If your Account Admin enabled both authentication methods, you will 

be prompted to choose your preferred authentication method.

3. Follow the on-screen instructions to complete the set up for your 
chosen MFA method.

4. Verify your identity using your chosen MFA method:

5. Complete the log in process and gain access to your account.

For Users - Managing MFA on a user account (Opt-in)
If MFA is not enforced by your account admin, you can still choose to 
opt-in to MFA for added security on your personal account. 

1. Log in to your Beonic account.
2. Navigate to the Multi-Factor Authentication settings under your 

User Profile.

3. Choose your preferred authentication method by selecting “Set up”. 
You can choose one or both of the following:

4. Follow the on-screen instructions to complete the set up.
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5. If you have both MFA methods enabled and only want to keep one, or 
if you want to change your MFA method from email to authenticator 
app or vice versa, disable the unwanted method by selecting the 
“Disable…” button next to that method. 

6. Follow the on-screen instructions to disable the selected method.
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5. If you have both MFA methods enabled and only want to keep one, or 
if you want to change your MFA method from email to authenticator 
app or vice versa, disable the unwanted method by selecting the 
“Disable…” button next to that method. 

6. Follow the on-screen instructions to disable the selected method.
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5. If you have both MFA methods enabled and only want to keep one, or 
if you want to change your MFA method from email to authenticator 
app or vice versa, disable the unwanted method by selecting the 
“Disable…” button next to that method. 

6. Follow the on-screen instructions to disable the selected method.



How it works

With MFA enabled, users will need to verify their identity using an 
additional authentication method, such as a one-time passcode (OTP) 
sent to their email address or an authenticator app. This will be required 
when:

• Logging in to the platform
• Changing password
• “Forgot your password?”

For Account Admins - Managing MFA for all users on an 
account
 
1. Log in to your Beonic account.
2. Navigate to the Multi-Factor Authentication settings under the 

Account Settings menu.
3. To enforce MFA for all users on your account, toggle on “Require all 

users to use Multi-Factor Authentication”.

4. Choose the preferred authentication method(s) for all users:
 

• Email-based OTP
• Authenticator app (e.g. Google Authenticator, Authy, Microsoft 

Authenticator, etc)

By default, both methods are enabled, meaning the users can choose to 
set up one or both methods. If you would like all users to use the same 
MFA method, simply toggle o� one of the available options. Please note 
that if MFA is required on the account, then at least one method must 
be enabled.

5.  To disable MFA for all users, simply toggle o� “Require all users to use  
multi-factor authentication”.

For Account Admins - Managing MFA for a single user

1. Log in to your Beonic account.
2. Navigate to the Users settings under the Accounts Settings menu.
3. Select the user that requires MFA management.
4. The enabled MFA method(s) for that user will be displayed on the 

bottom of the page under Multi-Factor Authentication. To disable a 
method, toggle it o� and click Submit.

5. Follow the on-screen instructions to complete the process. You will be 
required to provide your password (and OTP if MFA is enabled).

For Users - Logging in for the first time after MFA enforcement 
on account

1. Enter your username and password as usual on the log in screen.
2. If your Account Admin enabled both authentication methods, you will 

be prompted to choose your preferred authentication method.

3. Follow the on-screen instructions to complete the set up for your 
chosen MFA method.

4. Verify your identity using your chosen MFA method:

5. Complete the log in process and gain access to your account.

For Users - Managing MFA on a user account (Opt-in)
If MFA is not enforced by your account admin, you can still choose to 
opt-in to MFA for added security on your personal account. 

1. Log in to your Beonic account.
2. Navigate to the Multi-Factor Authentication settings under your 

User Profile.

3. Choose your preferred authentication method by selecting “Set up”. 
You can choose one or both of the following:

4. Follow the on-screen instructions to complete the set up.

5Multi-Factor Authentication User Guide

MFA User Guide

5. If you have both MFA methods enabled and only want to keep one, or 
if you want to change your MFA method from email to authenticator 
app or vice versa, disable the unwanted method by selecting the 
“Disable…” button next to that method. 

6. Follow the on-screen instructions to disable the selected method.
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5. If you have both MFA methods enabled and only want to keep one, or 
if you want to change your MFA method from email to authenticator 
app or vice versa, disable the unwanted method by selecting the 
“Disable…” button next to that method. 

6. Follow the on-screen instructions to disable the selected method.
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5. If you have both MFA methods enabled and only want to keep one, or 
if you want to change your MFA method from email to authenticator 
app or vice versa, disable the unwanted method by selecting the 
“Disable…” button next to that method. 

6. Follow the on-screen instructions to disable the selected method.
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1. Log in to your Beonic account.
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Enter your password when prompted:

If setting up Email-based MFA:
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3. Choose your preferred authentication method by selecting “Set up”. 
You can choose one or both of the following:

4. Follow the on-screen instructions to complete the set up. 5. If you have both MFA methods enabled and only want to keep one, or 
if you want to change your MFA method from email to authenticator 
app or vice versa, disable the unwanted method by selecting the 
“Disable…” button next to that method. 
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6. Follow the on-screen instructions to disable the selected method.
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Please note:
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security.
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• If a particular MFA method is required by your account admin, you will not be able to 
disable it. 
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